


Cedros

Software Solutions & Engineering

SIM-Box Detection Service

We help you to ensure
your revenue and reputation.



The trouble you experience...

Interconnection Fraud through GSM
gateways, also known as SIM-Boxing,
has grown to a severe issue for all Mobile
Operators. Telco companies worldwide
are facing losses of billions of dollars
every year. And probably Interconnec-
tion Fraud is also causing considerable
damages to your business. Are you aware
of the dimension and how to protect
your company from future disprofits?

Deficits in interconnection revenue are
the most obvious and surely biggest
disadvantage resulting from undetected

Interconnection Fraud. But financial
losses are not the only damage you
might suffer from. Routing calls illegally
via SIM boxes results in delays or even
interruptions in call processing as well
as a significant decline in voice quality.
In consequence, your efforts to improve
quality standards constantly are under-
mined. Dissatisfied customers burden
your customer services departments
and question your hard-earned reputa-
tion. The missing or false transmission of
Calling Line Identification may even pro-
voke legal difficulties for your company.

Detect, combat and prevent SIM-Boxing

by using Cedros Services

Impacts of Interconnection Fraud:

* Loss in Interconnection Revenue

+ Significant Decline in Voice Quality

+ Delay in Call Processing, Interrupted Calls

+ Dissatisfied Customers

* More Customer Service Requests/Complaints

* Injured Company Reputation

* Incorrect Transmission of Calling Line Identification (CLI)

+ Difficulties to Comply with Legal Requirements,
e.g. locating emergency calls

+ Negative Impacts on Radio Network

+ Security Gaps




...the solution we offer

Cedros has developed and operates a
modular system, c.-ICFD, which helps
you to detect interconnection fraudsters
in a very efficient way at international
level. It is much more reliable and less
resource-consuming than commonly-
used analysis of high-usage reports. In
fact, using Cedros as a full-service fraud
detection partner does not require any
additional human resource on your side.

The Interconnection Fraud Detection
system of Cedros ensures continuous,
cross-border  monitoring  for  VolP

(Voice-over-1P), Call-by-Call, Call-
Through and Calling Card Providers.

Customise the system due to your
individual business requirements,
administrate and maintain all relevant
data, monitor reporting and back-
up generated records for further us-
age — Cedros handles all this for you.

Service offer:

+ Continuous Monitoring for VolP, Call-by-Call,
Call-Through, Calling Card Providers

* Maintenance and Research of Provider Data
incl. Administration of Prepaid Accounts

+ Customised Reporting due to your Individual
Requirements

+ Gather Data for Legal Prosecution
of Detected Fraudsters

* 12 Months Protocol Data Backup

* Support Line

Your Benefits:

+ Reliable SIM-Box Detection

+ Evidence for Legal Prosecution

* Increase/Regain Interconnection
Revenue

+ Maintain High Quality Standards

* Less Technical Problems

+ Higher Customer Satisfaction





